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EXECUTIVE SUMMARY

The public and private sectors increasingly rely on computerized systems
to collect, process, store and distribute data. Thus, it is imperative that
GAO's computer-related audit competencies keep pace with the rapidly increas-
ing advances in, and use of, electronic technology.

GAO's "Standards for Audit of Governmental OQrganizations, Programs,
Activities, and Functions" requires evaluators to review internal (general and
application) controls of computer-based systems involved in our reviews. GAO
policy, recognizing that compliance with this requirement is not always feasi-
ble, places respomsibility on the evaluator for performing, at a minimum,
enough audit work to assess the reliability of any computer-generated informa-
tion which will be used in support of audit findings or could otherwise affect
the audit results. While it is sometimes infeasible to review a computer-
based system's internal controls, at other times it is unnecessary. Just as
the necessity and feasibility of reviewing internal controls will vary accord-
ing to the assignment, so too will the type and extent of audit work needed to
review internal controls or to assess computer output reliability. By gather-
ing and analyzing information on a computer-based system, the type and extent
of audit work needed--not only on the current job, but also as a separate as-
signment-—can be determined, thus enabling cost-effective application of our
computer-related audit resources.

However, a recent Denver Regional Office study indicates that not enough
information is gathered on computer-based systems to allow such determinations
to be made. Among the factors which contribute to the lack of adequate data
gathering on computer-based systems are the following:

--Most of our generalist evaluators have little ADP knowledge and
computer-related audit experience.

--The two GAO audit guides intended for generalists' guidance in
assessing computer output reliability and evaluating internal controls
are too complex for most generalists, and take considerable time to use
(about 30 and 180 staff days, respectively, for a simple computer-based
system).

Over the long term, our generalists' computer-related audit skills need
to be improved through extensive training and on-the-job experience. 1In the
meantime, an approach is needed whereby we can assure that (1) sufficient data
is gathered, in a timely manner, on computer-based systems involved in our re-
views; (2) the appropriate type and extent of computer-related audit work
needed on a job is determined, performed, and documented; and (3) our
computer-related audit resources are applied cost-effectively on both current
and future jobs.

The Denver Regional Office has developed, tested, and refined such an
approach. This approach consists of

-~a one-page computer data collection instrument (DCI) which can be
administered by a generalist in about 5 staff-days and

--a decisionmaking process which can assist managers in applying their
computer-related audit resources effectively and economically.
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